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1. Purpose
This policy sets out how Erlestoke Parish Council will manage the use of information technology, digital services, and data to ensure compliance with the 2025 Practitioners’ Guide (Assertion 10), the UK GDPR, the Data Protection Act 2018, and the Public Sector Bodies (Websites and Mobile Applications) (No. 2) Accessibility Regulations 2018.
2. Scope
This policy applies to:
· All councillors when acting in their role as members of the council.
· The Clerk and any other employees, contractors, or volunteers working on behalf of the council.
· All IT systems, emails, digital files, and websites owned or managed by the council.
3. Email and Domain Use
· All official council business must be conducted using council-issued email addresses eg clerk@erlestokeparishcouncil.gov.uk
· Personal or third-party email accounts (e.g. Gmail, Outlook, BT, Yahoo) must not be used for council business.
· Councillors must not share their login details with others and must log out when devices are unattended.
· Access to council systems will be removed promptly when a councillor or member of staff leaves office.
4. Website
· The council’s website will remain hosted on a domain owned by the council.
· The website must comply with WCAG 2.2 AA accessibility standards.
· An accessibility statement will be published and reviewed annually.
· Required transparency documents (AGAR, minutes, agendas, policies, etc.) will be published in line with legislation.
5. Data Protection and Privacy
· The council will comply with the UK GDPR and the Data Protection Act 2018.
· The council will maintain and follow an approved data retention schedule.
· The council will maintain current registration with the Information Commissioner’s Office where required.
· Personal data will only be collected and used for lawful purposes and will not be retained longer than necessary.
· Data subject rights (access, rectification, erasure) will be respected.
· The council will maintain a Data Protection Policy and Privacy Notice alongside this IT Policy.
6. IT Security
· All devices used for council business must be protected with a password, PIN, or biometric login.
· Multi-factor authentication (MFA) will be enabled on all council email accounts where technically available.
· Antivirus and security updates must be kept current on all devices.
· Sensitive files must be stored securely and not on personal cloud storage.
· Data will be backed up regularly.
7. Acceptable Use
· Council IT resources are to be used only for legitimate council business.
· Councillors and staff must not install unauthorised software or apps on devices used for council work.
· Personal social media accounts must not be used to represent the council unless expressly authorised.
8. Training and Awareness
· Councillors and staff will receive regular reminders and training as needed on IT security, GDPR, and accessibility.
· Any suspected breach (data loss, unauthorised access, phishing emails, etc.) must be reported immediately to the Clerk.
9. Review and Compliance
· This policy will be reviewed annually by the council.
· Compliance with this policy will form part of the council’s internal controls and risk management.

