Data Map 2025
Erlestoke Parish Council – Data Map 
Council contact email: clerk@erlestokeparishcouncil.gov.uk
Website: www.erlestokeparishcouncil.gov.uk
Data Controller: Erlestoke Parish Council
Data Protection Officer: Clerk of Erlestoke Parish Council – Louise Brebner
Information Held by the Council
	Information Type
	Personal Data Collected
	Category of Individual
	Where Data Goes
	Storage Location
	Security Measures
	Processing Purpose
	Lawful Basis
	Retention Period

	Email (incoming)
	Name, email address, possibly phone number
	Residents, councillors, contractors, organisations
	Clerk or councillors (councillors with permission from the sender)
	Clerk laptop, email server
	Password protected devices and accounts
	Responding to enquiries and council business
	Public task / legitimate interest
	As long as necessary

	Email (outgoing)
	Name, email address
	Residents, councillors, contractors
	Intended recipients
	Clerk laptop, councillor email accounts
	Government domain email security
	Council communication
	Public task
	As long as necessary

	Phone enquiries
	Name, phone number
	Residents, contractors
	Clerk or councillors
	Written notes or email
	Secure storage of notes
	Responding to enquiries
	Public task
	Until actioned

	Correspondence (letters)
	Name, address, contact details
	Residents, organisations
	Council meeting if relevant
	Paper files / clerk laptop
	Stored securely in clerk office
	Handling resident enquiries
	Public task
	As required for council business

	Planning representations
	Name, address
	Residents, applicants
	Parish council meeting, planning authority
	Clerk laptop, paper files
	Password protected laptop
	Statutory consultation response
	Public task
	Until planning process complete

	Meeting minutes
	Names of councillors and public speakers
	Councillors, residents
	Published on website
	Website, clerk laptop
	Secure website access
	Public record of council decisions
	Legal obligation
	Permanently

	Agendas
	Councillor names
	Councillors
	Published and circulated
	Website, email
	Secure email accounts
	Council governance
	Legal obligation
	Permanently

	Financial records / invoices
	Names, addresses, bank details
	Contractors, suppliers
	Council, bank, auditor
	Clerk laptop, paper records
	Password protected laptop, secure storage
	Financial management
	Legal obligation
	7 years

	Contracts
	Names, contact details
	Contractors
	Council and relevant parties
	Clerk laptop / paper files
	Secure storage
	Management of services
	Contract
	Contract term + 6 years

	Councillor contact details
	Name, council email
	Councillors
	Public website where required
	Website / clerk laptop
	Gov.uk email security
	Transparency and governance
	Legal obligation
	Term of office

	Councillor register of interests
	Name, address, interests
	Councillors
	Wiltshire Council monitoring officer / website
	Website / clerk laptop
	Secure access controls
	Transparency requirements
	Legal obligation
	Term of office

	Grant applications to council
	Name, contact details, bank details
	Residents, organisations
	Council for decision
	Clerk laptop / paper files
	Password protected storage
	Administration of grants
	Public task
	3–6 years

	Website contact form enquiries
	Name, email address
	Residents, organisations
	Clerk email
	Email system
	Website security / password access
	Responding to enquiries
	Public task
	As long as necessary

	Photographs for website/news
	Images, possibly names
	Residents, councillors
	Website or newsletters
	Website / clerk laptop
	Secure website login
	Community communication
	Consent / public task
	As long as needed

	Accident or incident reports
	Name, contact details
	Public, councillors, contractors
	Council / insurers if required
	Paper file / clerk laptop
	Secure storage
	Health & safety record
	Legal obligation
	3 years

	Playground Inspections
	Date/Information of items
	Councillors, Insurance Company, Clerk
	Councillors, minutes, insurance company, clerk, ROSPA
	Paper File with Councillor who does the checks
	File kept in safe location at councillors house
	Health and safety record
	Legal obligation
	5 years



Data Storage Locations
Erlestoke Parish Council stores information in the following locations:
· Clerk laptop (password protected)
· Clerk laptop – One Drive Storage (password protected and backed up)
· Council email accounts (.gov.uk)
· Council website
· Paper files held by the Clerk
· Banking systems Lloyds online (for financial records)
Security Measures
The council protects data using:
· Password-protected laptop and accounts
· Government-secured councillor email domain
· Secure website login
· Restricted access to paper files
· Access limited to authorised councillors and the clerk
Review
This Data Map should be reviewed annually or when council systems change.

